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TRUST COMPANY SECURITY SURVEY
Please complete this survey with regard to the institution's Information Technology (IT), Information Security (IS), and/or cybersecurity program(s), risk assessments, risk mitigation efforts, and incident response planning. 
(1) Does your institution have an employee(s) with the designated responsibility for implementing the information security program?
(2) Do all employees receive annual IT, IS, and/or cybersecurity awareness training?
(3) Is any development performed in-house, including front-end UI, middleware/API, and/or back-end data manipulation?
(4) Does your institution manage its own datacenter(s), server(s), and/or network(s)?
(5) Are cloud services used?
(6) Are other (non-cloud) IT and/or IS vendors engaged?
(7) Do any third-party vendors, including vendors that provide network administration, have continuous or intermittent remote access to the network?
(8) Is the institution covered by a cyber insurance policy?
(9) Has your institution performed/engaged any IT- and/or IS-related audits in the last 36 months?
(10) Has your institution received a SOC audit in the last 36 months?
(11) Have you conducted any IT/IS/cybersecurity risk assessments?
(11.a) Do risk assessments include ransomware as a threat?
(11.b) Do risk assessments consider common potential attack vectors (e.g., phishing, watering holes, malicious ads, third-party apps, attached files, etc.)?
(12) Have you implemented a comprehensive set of controls designed to mitigate cyber-attacks (e.g., Center for Internet Security's (CIS) Critical Security Controls [https://www.cisecurity.org/controls/cis-controls-list])?
(13) What standard(s) or framework(s) are used to guide cybersecurity control implementation?
         Note: State bank regulators do not endorse any specific standard or framework.
CIS Controls
American Institute of Certified Public Accountants (AICPA) System & Organization Controls (SOC)
Information Systems Audit & Control Association (ISACA) Control Objectives for Information Technologies (COBIT)
Federal Financial Institution Examination Council (FFIEC) Cybersecurity Assessment Tool (CAT)
Financial Services Sector Coordinating Council (FSSCC) Cybersecurity Profile
International Organization for Standardization (ISO) 27001
National Institute of Standards & Technology (NIST) Cybersecurity Framework
Payment Card Industry (PCI) Data Security Standard (DSS)
Other:
(14) Has a gap analysis been performed to identify controls that have not been implemented but are recommended within the standards and frameworks that you use?
(15) Has the institution developed and implemented an IT/IS/cybersecurity incident response plan?
(16) Are IT/IS/cybersecurity threat scenarios tested annually?
(17) Does executive management participate in testing of the incident response plan annually?
(18) Has your institution detected or been victim to any cybersecurity incidents in the past 36 months?
(Print Name and Title)
NOTE: Forms cannot be saved with completed data using the basic Adobe Reader software product.  To save an electronic copy of the completed form, you must have Adobe Reader Extensions or Adobe Acrobat.  If you do not have these products and do not wish to purchase them, you will need to print to a PDF and save, or print a hard copy and scan it.
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